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Agenda

• Welcome and Introductions

• Risk Mitigation for Investigators & Research Administrators

• Federal Mandates and MIT Compliance & Tools
• Research Security Training Requirements

• Financial Conflict of Interest & Conflict of Commitment 
• Disclosure Common Forms (Biographical, Other Support)

• Malign Foreign Talent Recruitment Programs

• Foreign Engagements & External Contracts 

• Questions, Support & Resources 

RAP Sessions: Targeted skills based educational offerings open to the Research Administration community at MIT.  
Information gathered and shared with attendees can be taken back to their desks and applied immediately.
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Introductions

Greg Moffatt

Chief Research Compliance Officer, 
Office of the VP for Research

Please visit …

Security, Integrity and Compliance
to learn more about each area, 
including policies, online learning, 
and contact information.
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https://research.mit.edu/security-integrity-and-compliance


When engaging in any 
activity:
• Who are you working with? 
• Giving a speech, for whom? 
• Should you publish that paper as co-author?
• Did you seek advice before inviting visitors? 
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Why MIT engages internationally . . . . 

“MIT is an American university, proudly so 
– but we would be gravely diminished 
without the students and scholars who join 
us from other nations."

-- MIT President Sally Kornbluth (2025)

“Learning about the world, helping to solve 
the world’s greatest problems, and working 
with international collaborators who share 
our curiosity and commitment to rigorous 
scientific inquiry are core values for MIT.” 

-- A Global Strategy for MIT (2017)

12%
International 

undergraduates
(AY2024)

40%
International 

graduate students
(AY2024)

60%
Postdocs appts held 
by foreign nationals

(AY2024)

47%
Internationally-born 

faculty
(AY2024)

70%
International ILP 

Members
(FY2024)

417 active awards from 
international sponsors in FY24, 

involving ~250 MIT PIs.
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…while addressing global risks.

How should MIT engage globally, particularly with 
organizations and individuals in countries where political 
leaders are pursuing policies that pose security and related 
risks to the United States and/or that are irreconcilable with 
basic human rights and values? 
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Risks to U.S. Research Security and Integrity

Risks to the Integrity of the Research Enterprise 

• Violations of responsible and ethical conduct of research 

• Actions that undermine peer review and grant award 
processes 

Risk to National Security 

• Hidden diversions of research and/or resources that 
threaten U.S. leadership in emerging science and 
technology 

Risk to Economic Security 

• Hidden diversions of research and/or resources that 
weaken the innovation base and threaten economic 
competitiveness

Some Individuals and 
Foreign Governments 
Violate Core 
Principles of Integrity 
and Pose Risks to the 
Research Enterprise

OSTP  “Enhancing the Security 
and Integrity of America’s 

Research Enterprise” 
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Risk Categories For ELEVATED RISK REVIEWS*

U.S. 
national 
security risk

What is the risk that MIT discoveries and inventions created in the 
engagement will be used against the national security interests of the 
US?   What is the risk that foreign partners will gain access to 
unrelated MIT knowledge and technology that could be used against 
US national security interests?

Political, 
civil, and 
human 
rights risk

What is the risk that research outcomes will be used in ways that 
would infringe on political, civil, or human rights in the foreign 
country or elsewhere?  What is the risk that the engagement will 
indirectly legitimize actions that are inconsistent with the values of 
the MIT community?

U.S. 
economic 
security risk

What is the risk that the collaboration will strengthen the 
competitiveness of the foreign entity relative to its U.S. rivals? Will 
the foreign entity benefit from unpublished know-how that MIT 
researchers have developed during previous U.S. government-funded 
research?  Will the foreign entity benefit from access to MIT 
equipment or facilities that were funded by the U.S. government?

Risk to MIT 
community 
and core 
values

Does the engagement pose a risk to MIT’s campus culture and 
values?   Is there a risk that it will lead to discrimination or bias 
against MIT individuals or groups? Does it involve biometric, genetic, 
or other datasets whose provenance is inconsistent with MIT ethical 
or informed consent standards?  Is there a risk of undue external 
interference in the direction of research or education?  

Export control 
risk

Will the project comply with all relevant export control laws and 
regulations?  

MIT IP risk What is the risk that MIT will be unable to retain control of MIT-
generated IP and know-how?

Data access/ 
publication risk

Is there a risk that publication will be restricted?  Are there 
restrictions on the use of data that MIT investigators will 
participate in generating?

Termination 
risk

Will MIT be able to terminate the engagement if necessary?  Are 
the termination risks acceptable?  

Misrepresentat
ion risk

Are the individuals involved who they say they are?  Where is the 
funding coming from and can we trace it to the source?

Reputational 
risk other than 
in other risk 
categories

Are the cooperating entities under investigation by the U.S. 
government?  Are they on USG watch lists?   Are 
individuals/entities involved that are controversial in-country or in 
the U.S.?

What are the 
risks of NOT 
accepting this 
engagement? 

If we do not accept the engagement, what will be the implications 
for MIT’s core academic mission, our competitiveness, the 
education of our students, the professional goals of our faculty?  

*In addition to standard compliance reviews in regular Research Administration Services (MIT’s OSP) and Office of Strategic Alliances, Transactions & Translation offices’ review 

process (e.g., export controls, COI, etc.), travel safety and security, etc.
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Research Security and Foreign Engagement
Discussion Guide on Research Security and Compliance

Use the discussion guide for PIs to talk with advisees and members of your research group about research 
security.

PIs should use this guide to review important research security and compliance topics with team 
members.
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https://research.mit.edu/document/research-security-and-compliance-discussion-guide


Institutional Tools Supporting Compliance
Guidance for Risk Management

The “Ten Key Points for MIT Faculty & PIs When Engaging Internationally” help faculty and PIs navigate 
international collaborations while minimizing risk.  This is part of the MIT GLOBAL SUPPORT RESOURCES

Compliance Reporting Tools

MyCOI-OPA+, the consolidated FCOI/OPA reporting tool, simplifies disclosure of outside activities and 
conflicts of interest for researchers.

Collaboration and Visitor Monitoring

The Informal International Collaborations (IIC) Tool assesses informal collaborations, and visitor 
monitoring manages risks from individuals from elevated-risk countries.

External Contract Depository

NIH and NSF require researchers to provide copies of their non-MIT international agreements (OPAs) for 
submission to the agency. MIT collects these in the External Contract Depository (ECD). 

Register Travel and Secure Device Program

Register your travel. MIT strongly encourages traveling with loaner devices. IS&T provide pre-configured 
secure laptops and mobile devices to researchers traveling internationally. 10

https://globalsupport.mit.edu/managing-project-risk/mitigating-risk/
https://globalsupport.mit.edu/
https://coi.mit.edu/using-mycoi-opa
https://iic.mit.edu/iic/#/home
https://ecd.mit.edu/ecd/#/home
https://globalsupport.mit.edu/travel-safety-abroad/safety-abroad/registering-travel-with-mit/
https://ist.mit.edu/secure-devices-travel


Informal International Collaborations

• MIT’s Informal International Collaborations (IIC)
tool provides MIT researchers guidance needed to navigate 
federal laws, regulations, and agency requirements for 
their collaborations with international peers and entities.

• Informal collaborations include activities such as  
conversations, speaking engagements, sharing of 
ideas or data with researchers from other institutions 
where there is no agreement to which MIT is a party, no 
required deliverable, and no funds exchanged between the 
participants to pay costs of the collaboration, or for any 
other purpose.

• Informal or unofficial collaborations may be subject to the 
same regulations, restrictions and reporting requirements as 
formal agreements (grants, contracts, DUAs, etc.).

• These ARE NOT considered formal or legal reviews.
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Financial Conflict of Interest &
Conflicts of Commitment 
Compliance
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MIT Conflict of Interest Policies & Disclosure 

MIT Conflict of Interest Policies (coi.mit.edu/):

• Financial Conflict of Interest in Research (FCOI) 

• Conflict of Commitment  (COC) and Outside 
Professional Activities (OPA)

• Using MyCOI-OPA+

• MyCOI-OPA+ Resources
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https://coi.mit.edu/
https://coi.mit.edu/fcoi
https://coi.mit.edu/coc
https://coi.mit.edu/using-mycoi-opa
https://coi.mit.edu/using-mycoi-opa/mycoi-opa-resources


FCOI Disclosure Triggers
Proposal Stage Disclosures

Investigators complete Kuali Coeus (KC) proposal certification including 3 COI screening questions, 
triggering disclosure if a potential conflict with a Significant Financial Interest is identified.

Award Stage Disclosures

FCOI Award disclosure is required before award activation if no disclosure at proposal was submitted or 
as required by sponsor.

Rolling Update Requirements

FCOI Disclosures must be updated within specific timeframes after financial interest changes or yearly to 
ensure timely conflict management.

• Within 90 days of acquiring or changing a Significant Financial Interest (SFI)
• PHS and some other federally sponsored investigators must disclose within 30 days, and include Sponsored 

Travel in their disclosure

Disclosures in MyCOI-OPA: DLCI Overview View course on Atlas or view slides
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https://coi.mit.edu/policy/definitions#letters
https://coi.mit.edu/policy/phs-addendum#travel
https://web.mit.edu/training/course.html?course=ADM16143w
https://ras.mit.edu/document/disclosures-mycoi-opa-dlci-overview


Conflict of Commitment – OPA Disclosure

Conflict of Commitment

Lack of Formal CoC policy created confusion and inconsistency. See the updated Conflict of Commitment 
Guiding Principles.

• New definitions and standards clarify expectations for faculty, researchers, and staff

• Standard of Reasonably Related to Institutional Responsibilities, not reporting on all activities 
outside of MIT

• Shared responsibility between VPR, Provost and HR

Disclosure Triggers and Rolling Update Requirements

OPA Disclosures must be updated within 30 days of starting a new engagement, renewing an existing one, 
or yearly to ensure timely conflict management.
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https://coi.mit.edu/coc/coc-policy/coc-guiding-principles


Don’t delay 
administrative 
requirements:

Let’s take a pause so we can get this done faster!
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Key Federal Mandates and 
Institutional Responses​
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Recent updates influenced by the CHIPS Act and NSPM-33 to 
enhance research integrity

Mandatory Research Security Training

New rules require Covered Individuals (senior and key personnel) to complete mandatory 

research security training programs.

Standardized Disclosure Forms

Standardized disclosure forms, Common Forms, are adopted to improve transparency and 

accountability in federally funded research.

Foreign Collaboration Disclosure

NIH and NSF require supporting documentation for foreign engagements that are external to 

MIT sponsored programs.  Sponsors also have varied requirements to provide information on  

foreign activity, including subawards.

Malign Foreign Talent Recruitment Program Restrictions

Agencies impose restrictions on malign foreign talent recruitment programs (MFTRP) and 

increase scrutiny of foreign collaborations.



Research Security Training
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Research Security Training (RST)
Federal Agency Mandated Training

Research Security Training is required for Covered Individuals (senior/key personnel)  on NSF, and DOE
proposals within 12 months prior to submission (NIH and other Federal agencies will implement 
requirements in coming months).

MIT Research Security Training (RST) Implementation and Deadline

MIT provides a four-module course covering disclosure, risk mitigation, and secure collaboration via Atlas 
Learning Center. MIT mandates training completion by December 31, 2025, with earlier deadlines based 
on sponsor specified deadlines.

Certification and Validation

Completion is recorded in Atlas and Kuali Coeus (KC) Person Training Details. Validation is performed in KC at 
proposal submission and Award/Modification set up  to ensure compliance. Learn more: 

Role of Research Administrators

Research Administrators use KC to confirm training completion at Proposal stage, remind investigators of 
deadlines, and prevent proposal submission delays.  Learn more: Research Security Compliance: DLCI Role
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Research Security Compliance: DLCI Role

eLearning Research Security Compliance: DLCI Role explains importance of 
reading sponsor and solicitation guidance on ‘Covered Individuals’ to be 
added to a proposal Key Personnel and provides an overview of regulations.

It’s recommended for Research 
Administrators to complete RST 
training (taken in order): 

Research Security Module 1 of 4 

Research Security Module 2 of 4 

Research Security Module 3 of 4 

Research Security Module 4 of 4 
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https://web.mit.edu/training/course.html?course=ADM16142w
http://web.mit.edu/training/course.html?course=ADM16137w&sys=PS1
http://web.mit.edu/training/course.html?course=ADM16138w
http://web.mit.edu/training/course.html?course=ADM16139w
http://web.mit.edu/training/course.html?course=ADM16140w


KC validation: RST Training Compliance
Kuali Coeus (KC) validations at Development Proposal and Award stage are designed to 
ensure compliance with federal agency Research Security Training mandates. Learn how 
to identify and use KC features, verify training completion, and meet compliance 
requirements.  Learn more: View KC validation: RST Training Compliance on Atlas

Completion of the Research 
Security Training modules is 
recorded in the Atlas Learning 
and Kuali Coeus (KC) following 
an overnight feed. Verify Key 
Personnel training completion 
to route the proposal and 
meet agency compliance 
requirements.  
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https://web.mit.edu/training/course.html?course=ADM16145w


Biographical Sketch
Current & Pending (Other) Support
Common Disclosure Forms

23



Common Disclosure Form Implementation

Adoption of Common Forms in SciENcv

NSF requires use of SciENcv to generate and certify Biographical Sketch and Current & 
Pending (Other) Support disclosures.  NIH is planning to transition to SciENcv and the 
common forms and will announce an implementation date in the future.

NIH SciENcv Implementation

NIH announced plans to mandate use of SciENcv and ORCID IDs for senior personnel, and 
the rescinded the notice.  The date for implementation has not been announced. The 
current forms and FAQs on disclosure requirements

RAS Sponsor Disclosure Tools

See RAS Sponsor Disclosure page and guidance on Using SciENcv. SciENcv (Science Experts 
Network Curriculum Vitae) is an electronic system available through NCBI. Researchers and 
delegated administrators can use SciENcv to create and maintain biosketches for submission 
with NIH and NSF grant applications and annual reports. Furthermore, SciENcv can be used 
to create and update Current and Pending Support documents in NSF-approved format 
required by NSF and DOE (check solicitation to confirm).
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https://ras.mit.edu/grant-and-contract-administration/sponsor-information/sponsor-disclosure-requirements/using-sciencv


What you can do to prepare: NIH & SciENcv

Sign in to SciENcv see Access SciENcv using MIT Touchstone

NIH has Preview formats available. Log in, click + New Document, and select the NIH Biographical Sketch 
PREVIEW Common Form or the NIH Other Support PREVIEW Common Form. You can import data from 
either eRA Commons or ORCID, from a previous document in SciENcv, or start from scratch manually.

What to Know About the Preview Forms:

•    ✅ You can save, reopen, and edit preview forms in SciENcv.

•    ❌ PDF-download functionality is disabled.

•    ⚠️ Preview form data will not be transferred to the official forms —preview content will 
be deleted once official forms are released. 

•    🚫 Do not use preview forms for NIH submissions. Continue using the current NIH 
Biosketch and Other Support formats until the Common Forms are officially implemented.
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https://web.mit.edu/vpr/www/research/SciENcv-Access-MIT-Touchstone.pdf


Current NIH Disclosure Forms

NIH: Disclosure and Reporting Requirements

This training is provided to inform MIT researchers about NIH disclosure and reporting requirements, as 
well as the tools and resources that MIT has put into place to assist researchers in complying with these 
requirements. View on Atlas
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Sponsor Specific Disclosure

RAS Sponsor Specific Disclosure Requirements 

Federal sponsors require full disclosure of project support and are continually updating their requirements for 
how and when that information is disclosed in proposals and progress reports. Because requirements vary 
from sponsor to sponsor, RAS has created resources to help researchers and research administrators comply 
with the requirements for each sponsor.

27

https://ras.mit.edu/grant-and-contract-administration/sponsor-information/sponsor-disclosure-requirements


Malign Foreign Talent 
Recruitment Program (MFTRP)
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Motivation for prohibiting MFTRP:
Protect our work and Intellectual 
property
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Protecting Intellectual Property

Policies aim to mitigate foreign influence 
risks and safeguard intellectual property in 
federally funded projects.

Roles of Research Administrators

Administrators be aware of sponsor
restrictions and certifications to maintain 
funding eligibility.
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Prohibition of MFTRPs Participation

Federal agencies ban participation in Malign 
Foreign Talent Recruitment Programs to prevent 
unethical or illegal activities. Note: Not all Foreign 
Talent Recruitment Programs as considered 
Malign. Research Security Training modules assist 
researchers in identifying concerns that may 
indicate that an offer or opportunity could be an 
MFTRP.

Certification and Compliance

NSF mandates certification of non-participation 
through Research.gov, and in the certification on 
Current & Pending (Other) Support.  DOE also 
requires certification of non-participation with 
Current & Pending (Other) Support. Other agencies 
vary in implementation method.

31



Foreign Collaborations
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NSF Supporting Documentation Requirements

• Effective October 10, 2025, NSF requires supporting documentation for foreign 
engagements. This has been a requirement for NIH since 2022.

• MIT developed the External Contract Depository (ECD) to assist researchers and 
administrators. ECD stores contracts, grants, and agreements related to foreign 
appointments and talent programs.

• Documents undergo high-level review by MIT's VPR and General Counsel 
offices.

• Supporting documentation will be made available to NSF upon request

• Log in: External Contract Depository (Touchstone required)

• For more information: NIH Sponsor Information,  NSF Sponsor Information
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NSF International Activities – What to Disclose

• PIs should consult with RAS liaison before submitting proposals 
with international components, including research, training, 
and/or education carried out in cooperation with foreign 
counterparts either overseas or in the U.S. using virtual 
technologies.

• On proposal cover sheet list primary countries involved (max 5), 
including countries for participant engagement and budgeted 
international conference travel.

• Enter country names for foreign subawards or consultant 
arrangements.
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Questions – Support & Resources

• See VPR Security, Integrity, and Compliance for contact information and 
learning, including Research Security and Foreign Engagement (research-
compliance-help@mit.edu)

• RAS Sponsor Information and Sponsor Disclosure Requirements

• Your RAS Contract Administrator

• By DLC

• By Sponsor/Agency

• RA Support Team – ra-help@mit.edu
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We Appreciate Your Feedback

Please use one of the following methods to share your feedback:

• QR code below to access the survey using your phone or mobile device

• Click this link (copied to the chat)
https://mit.co1.qualtrics.com/jfe/form/SV_1Lz9aabnzdKlQAC

The link will also be provided in a follow-up email
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